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Higher Standard for SSL Certificates

More Visibility

Browsers typically display a small lock icon at the bottom of the screen to identify that data is being encrypted
and that the organization using that web domain has the right to use that domain (as listed in the SSL
Certificate securing that web site). With Extended Validation SSL the browser interface display that verifies
a secured and authenticated web site is about to become much more noticeable to visitors. New browsers,
such as Microsoft® Internet Explorer 7, are expected to distinguish web sites secured by Extended Validation
SSL Certificates by turning the address bar at the top of the screen to a highly visible green color. To the
right of the green address bar a security status bar will scroll between the name of the organization using
that web domain and the CA who issued the SSL Certificate. New browsers will identify a special extension
in the SSL Certificate to confirm that it is an Extended Validation SSL Certificate. Older browsers will
continue to display all certificates with the traditional lock icon at the bottom of the browser window.
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Who Should Use Extended Validation SSL Certificates?

Strong identity authentication can help web site visitors feel more comfortable about completing online
transactions — especially for financial services and banking, auctions, large online retailers and any site
that carries out high-value transactions over the Internet. Any site that is a prime target for online fraud
may benefit from having an Extended Validation SSL Certificate. If an organization wants to assure its web
site visitors that they are sharing information with the genuine site for that organization, thawte's SSL Web
Server Certificates with EV are a proven and very visible solution. An Extended Validation SSL Certificate
may boost consumer confidence in the web site and may give that web site a competitive advantage over
web sites without the same strong authentication assurance. Over time customers, especially anyone
sensitive to the risk of phishing or pharming activities, will look for the green address bar before being
willing to complete an online transaction.
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Extended Validation SSL vetting standard and pass an audit with Web Trust. The Extended Validation SSL
vetting process includes verifying an organization’s identity and right to use the domain, that the individual
purchasing the certificate is legally authorized to request an SSL Certificate for that organization, and that
the organization has authorized the request for a certificate. For more information visit the CA/Browser
Forum web site at URL; http://www.cabforum.org.

Standardizing the vetting procedure results in SSL Certificates that can be expected to meet the same level
of authentication assurance irrespective of who authorized the certificate. The green address bar interface
displayed by new browsers clearly identifies sites that have been vetted at this new higher standard. So
visitors to a web site with an Extended Validation SSL Certificate will immediately be able to identify and
trust that site to meet a high assurance standard without having to read and understand that particular CA’'s
vetting process.
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Vetting a Web Site

Who Will See the New Interface

Extended Validation SSL is based on the existing SSL protocol and is fully compatible with both newer and
older browsers and servers. Microsoft Internet Explorer 7 will be the first browser to adopt the new green
address bar interface standard. Users running IE7 on Microsoft Vista operating system will automatically
see the green address bar as soon as it goes live in early 2007. Users running Microsoft IE7 on Windows
XP, who have enabled the anti-phishing filter, will see the green address bar once they have visited a web
site with EV Upgradertm (alternatively they would need to download a patch from the Microsoft Web site).
After visiting a site with EV Upgrader, the user will automatically see the Extended Validation SSL green
address bar the next time they initiate an SSL session at a site secured by a thawte Extended Validation
SSL Certificate. thawte offers EV Upgrader (a US $300.00 value) to customers as part of their Extended
Validation SSL Certificate purchase. Other browser providers, such as Opera, are expected to incorporate
Extended Validation functionality in future releases. Older browsers will display Extended Validation
certificates in the same manner as traditional SSL Certificates.




